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1 The Fintech Landscape

1.1 Please describe the types of fintech businesses
that are active in your jurisdiction and the state

of the development of the market. Are there any
notable fintech innovation trends of the past year

within particular sub-sectors (e.g. payments, asset
management, peer-to-peer lending or investment, and
insurance) including those relating to cryptoassets,
tokenisation and artificial intelligence?

The UK remains a leading fintech hub, ranking first in Europe
for fintech investment and only second globally to the United
States. A broad spectrum of fintech businesses at various
stages of growth and development are represented in the UK,
and fintech and innovation are at the heart of the UK govern-
ment’s financial services growth strategy.

The UK was an early adopter of innovative payments tech-
nology. Open Banking hasbeen celebrated as a UK success story
and continues to expand; the latest industry figures published
in December 2025 show that more than 16 million users now
benefit from Open Banking products and services. Next,
Open Finance is set to build on this success and extend Open
Banking-like data sharing to a wider range of financial prod-
ucts, including mortgages, investments and insurance. While
in the early stages of development, Open Finance is expected to
support greater product and service personalisation as well as
amore dynamic market, as consumer and businesses are able to
compare and switch financial products more easily.

Adoption of artificial intelligence (AI) by the financial services
sector continues at pace; in a survey in November 2024, the Bank
of England and the Financial Conduct Authority (FCA) reported
that 75% of regulated firms were already using Al. Retail use
cases will come under scrutiny in 2026 following the launch of
an FCA review into how Al may reshape retail financial services
by 2030 and beyond. The outcome of this review (called the
“Mills Review”) will be reported to the FCA Board in summer
2026, and it will consider the development of more powerful,
autonomous and agentic systems. We discuss the regulatory
approach to Al at question 4.6 below.

Distributed ledger technologies continue to emerge in
diverse sectors across the UK, with a concentration in financial
services. The FCA’s latest research on consumer attitudes to
cryptoassets, published in December 2025, found that 8% of UK
adults own cryptoassets. Thisrepresents a decline compared to
2024, where cryptoasset ownership was at 12%, although 25%
of cryptoasset users say they would be more likely to invest if
cryptocurrencies were more regulated in the UK. This suggests
that uptake may increase when a greater number of cryptoasset
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activities are brought within the financial services regulatory
perimeter in October 2027 (see further question 3.1 below).
Noteworthy too is industry focus on tokenisation projects —in
particular, deposit and fund tokenisation — alongside height-
ened interestin stablecoins, where the FCA has announced that
stablecoin payments are a priority for 2026.

1.2 Are there any types of fintech business that are

at present prohibited or restricted in your jurisdiction
(for example cryptoasset-based businesses)?

There are currently no prohibitions or restrictions that are
specific to fintech businesses in the UK. Depending on the
nature of the business, fintechs (and/or the promotion of their
activity) may need to be regulated in the same way as other
traditional financial services firms.

That being said, there are restrictions related to the use and
trading of certain cryptoasset products in the UK. While the
FCA recently lifted its ban on the retail sale, marketing and
distribution of cryptoasset exchange-traded notes (where
admitted to a UK recognised investment exchange), its ban on
retail participationin cryptoasset derivatives remains in force.

The Money Laundering, Terrorist Financing and Transfer
of Funds (Information on the Payer) Regulations 2017 (MLRs)
require all cryptoasset exchanges and custodian cryptow-
allet providers to comply with anti-money laundering (AML)
requirements, including registering with the FCA, and imple-
menting identity and other AML checks. This has presented a
challenge for certain cryptoassetfirms, and the FCA confirmed
in September 2025 that only 15% of cryptoasset business appli-
cants have successfully achieved MLR registration with the
FCA since January 2020.

See question 3.1 below for further details of the UK regula-
tory approach to cryptoassets, which is evolving at pace.

2 Funding For Fintech

2.1 Broadly, what types of funding are available

for new and growing businesses in your jurisdiction
(covering both equity and debt)?

The UK has mature debt and equity capital markets acces-
sible to businesses above a certain size. Although the UK
IPO market has been relatively quiet in recent years, investor
confidence showed signs of improvement in the second half
of 2025 and Q4 saw the first wave of significant UK IPOs in
several years (including a landmark listing by Shawbrook, a
digitally-enabled specialist bank, which was the UK’s largest
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United Kingdom

IPO by market capitalisation since 2021). Despite current
geopolitical headwinds, optimism remains that this will
continue, and fintechs are viewed by many as offering the key
to unlocking London’s public markets. A number of fintechs,
most notably neobanks, have weathered the storm and are
likely to consider public offerings (in the UK or elsewhere)
in the coming years. The regulatory landscape is adapting
to create a more hospitable environment for such businesses
to float. Fortunately for growth-stage or less mature fintech
businesses without access to public markets, there is also a
number of other funding sources (both equity and debt) avail-
able in the UK.

The Kalifa Review, centred on UK fintech, led to the intro-
duction of new rules for listing companies in December 2021.
In particular, companies were permitted to join the premium
segment of the Main Market with certain types of dual-class
share structures (DCSS), which can be particularly appealing
toinnovative, founder-led companies but problematic for banks
and other firms subject to regulatory capital requirements.
The “free float” requirement (the amount of shares an issuer is
required to have in public hands) was also reduced from 25%
to 10%, as was the minimum market capitalisation threshold
(which traditionally favoured more mature, scaled businesses).
Even more significantly, in July 2024, major reforms to the
listing regime in the UK were introduced. The reforms included
merging the “Premium” and “Standard” listing segments into
a new, consolidated category, removing the requirement to
obtain shareholder approval for a significant transaction or a
transaction with a related party, and permitting a wider range
of dual-share class structures. The main goal of the reforms,
which were the most far-reaching for two decades, was to
encourage a broader pool of companies to list on the London
Stock Exchange, by relaxing certain eligibility criteria and
continuing obligations (see further question 2.3 below).

More recently, a new public offers and admissions to trading
regime came into force on 19 January 2026 which, together
with the aforementioned listing regime updates, represent
a major modernising step in the ongoing revitalisation of UK
capital markets by, amongst other things, relaxing certain
prospectus requirements to make it easier, quicker and cheaper
for UK-listed companies to raise further funding in secondary
raises and/or offer their own shares as consideration in a take-
over. This also includes a new public offer platforms (POP)
regime, which enables firms to raise in excess of £5 million
outside of public markets without having to publish a full
prospectus, making the process significantly faster, simpler
and more affordable.

Equity

Early-stage venture capital funding — before it is possible to
put a valuation on a company — is often done through a form
of convertible loan note (CLN). The CLN becomes convertible
into equity on the occurrence of certain events, such as a mate-
rial funding round, an exit or an IPO, usually at a discount to
the value per share implied by such event. An alternative to
the CLN, structured so as to qualify for certain tax reliefs, is
the advanced subscription agreement, whereby the investor
subscribes for future equity determined by reference to the
relevant trigger event.

Asafintech matures, similarly to other start-ups, it will typi-
cally undergo a series of equity fundraisings (seed funding,
Series A, Series B and so on).

Many start-ups saw a reset in valuations after 2021, caused
primarily by high inflation, the increased cost of living and
geopolitical turbulence. This resulted in a number of “down
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rounds” (an equity raise undertaken at a discount compared
to the company’s prior raise), particularly among technology
firms.

Notwithstandingthevaluationreset, therehavebeenseveral
high-profile fintech equity raisesin recent years. Mostnotably,
Revolut announced in November 2025 that it had completed a
fundraising round which valued the company at $75 billion (a
sharp rise from the $45 billion valuation set the previous year)
following a period of major global expansion and earnings
growth. That transaction reportedly raised $3 billion in total
and was led by Coatue, Greenoaks, Dragoneer and Fidelity.
Other recentraises include FNZ (London-headquartered inter-
national wealth management platform) securing $650 million
in new equity funding from its existing institutional share-
holders and payment services provider Rapyd raising $500
million in a Series F round primarily to fund its acquisition of
PayU (a major European payments company).

Crowdfunding continues to grow in popularity in the UK
for start-up businesses. In particular, it offers private inves-
tors an opportunity to invest in early-stage businesses, which
would previously have only been accessible to business angels
or venture capitalists, through platforms such as Crowdcube
and Republic Europe. Many fintech start-ups have combined
crowdfunding finance with finance raised from more tradi-
tional sources, such as from venture capital and business
angels. Incubators, which generally offer facilities and funding
for start-upsinreturn for an equity stake, are also increasingly
prevalent in the UK, and may present an attractive option to
small and growing fintech businesses.

The London Stock Exchange recently launched the Private
Securities Market (PSM) as the first platform established
under the UK’s new Private Intermittent Securities and Capital
Exchange System (PISCES) regime, with PSM’s opening
auction scheduled for 25 March 2026. A PISCES platform
represents a new type of regulated trading platform designed
to facilitate the intermittent trading of existing shares in
private companies within a multilateral system. The idea is
loosely modelled on Nasdaq Private Markets, where blocks of
shares in private US companies are frequently traded. PISCES
platforms will offer a route to liquidity for existing investors in
private companies without having to wait for an IPO or M&A
deal. Although a PISCES platform cannot be used for a primary
fundraising, the increased prospect of liquidity should also
help attract primary investors. Among other things, private
companies may use a PISCES platform to help rationalise or
broaden their shareholder base or enable employees to sell
shares.

The new POP regime (which, as noted above, is expected
to make fundraising outside of public markets significantly
easier) is also gaining traction, with Crowdcube having
recently become one of the first retail investment platforms in
the UK to be authorised as a POP.

Debt

Small fintechs often do not have recourse to “traditional” bank
loansandhave thereforerelied on anumber of more tech-focused
banks. The market has seen an increase in competition and a
bifurcation between early-stage and late- or growth-stage
lending, including a rise in specialist private credit lenders.
Other tech-focused banks continue to provide debt finance to
technology start-ups. There are also numerous peer-to-peer
lending platforms and invoice financing firms operating in the
UK, which provide alternative sources of debt finance to small
and growing businesses.
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2.2 Are there any special incentive schemes for
investment in tech/fintech businesses, or in small/
medium-sized businesses more generally, in your
jurisdiction, e.g. tax incentive schemes for enterprise
investment or venture capital investment?

The UK government offers various tax incentives for invest-
mentin start-ups. Generally speaking, these incentives are not
specific to the tech or fintech sectors and are available to qual-
ifying companies and investors in all sectors.

These include the Seed Enterprise Investment Scheme
(SEIS), which offers a 50% income tax relief for UK taxpayers
investing up to £200,000 in qualifying start-ups. Gains made
on a disposal of shares are exempt from capital gains tax. For
both purposes, the shares must have been held for atleast three
years. To qualify for the SEIS, following reforms introduced
in 2023, a company must (among other qualifying criteria) be
no more than three years old, have less than £350,000 in gross
assets and have fewer than 25 employees.

This complements the Enterprise Investment Scheme (EIS),
which offers tax relief for investment in more mature compa-
nies (though the tax relief available under the EIS is 30%).
Equivalent relief is also applicable if an investment is made
through a venture capital trust.

In addition, R&D tax credits are available in the UK.
Following changesintroduced in April 2024, loss-making R&D
“intensive” SMEs are entitled to claim a tax deduction and
payable credit in respect of expenditure on qualifying R&D
(known as enhanced R&D intensive support), and companies
of all sizes can claim tax relief on such expenditure through an
“above-the-line” R&D expenditure credit.

To assist companies in attracting and retaining top talent,
the Enterprise Management Incentives Scheme (EMIS) is also
available. Companies with gross assets of £30 million or less
and fewer than 250 employees (or, with effect from 6 April
2026, gross assets of £120 million or less and fewer than 500
employees) may be eligible, and as aresult are able to grant share
options over shares worth up to £3 million (or, with effect from 6
April 2026, up to £6 million). An employee is entitled to certain
tax breaks on up to £250,000 worth of EMI options granted to
them in any three-year period.

2.3 In brief, what conditions need to be satisfied for

a business to IPO in your jurisdiction?

The precise conditions depend on the type of listing and the

market on which the shares will be listed. The main condi-

tions that must be satisfied in order to list shares in the Equity

Shares in Commercial Companies category of the Main Market

are:

m  The company must be duly incorporated, validly existing
and operating in conformity with its constitution, and its
shares must comply with the laws of the company’s place
of incorporation, be duly authorised, and have all neces-
sary statutory and other consents.

m  The company’s shares must be freely transferable and
free from any restrictions on the right of transfer.

m  The company must have an expected aggregate market
value of atleast £30 million.

m  The company must publish an approved prospectus
containing specified information, including three years
(or such shorter period as the company has been in oper-
ation) of historical financial information and a statement
that the company has sufficient working capital for the
next 12 months.
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B Atleast10% of the shares mustbein “publichands” atthe
time of admission.

m  If the company has a controlling shareholder (broadly, a
person who controls 30% or more of the voting rights), it
must: (i) demonstrate that it is able to carry on its main
business activity independently from the controlling
shareholder at all times; and (ii) require the election
and re-election of independent directors to be subject to
approval by a majority of independent shareholders as
well as a majority of all shareholders (a dual vote).

B Asageneral rule, shareholder voting must be conducted
on the basis of one vote per ordinary share. However,
provided certain conditions are met, a company can
adopt a DCSS in which unlisted shares issued to certain
pre-IPO shareholders (such as employees, directors,
founders and other qualifying pre-IPO investors) can
exercise multiple votes on most types of resolution.

2.4 Have there been any notable exits (sale of

business or IPO) by the founders of fintech businesses
in your jurisdiction?

According to data from Dealroom, the UK start-up ecosystem
is now worth over $1.3 trillion, making it the most valuable
ecosystem in Europe and third most valuable globally. It is
home to over 200 “unicorns” (a start-up company valued at
over $1 billion), over 200 “futurecorns” (high-growth tech
companies that are predicted to reach the $1 billion markin the
future) and more than 25,000 funded start-ups.

IPO activity over the last couple of years had been muted but
we are beginning to see signs of improvement (see question
2.1 above). In any case, investment in fintech has continued
strongly. According to Dealroom, fintech was the UK’s leading
industry for venture capital investment in 2025 (calculated by
reference to total venture capital investment raised in 2025).
Revolutremains Europe’s most highly valued start-up with a $75
billion price tag after completing its latest fundraising round in
late 2025. Similarly, Monzo secured a £4 billion valuation in a
fresh round of funding in 2024.

3 Fintech Regulation

3.1 Please briefly describe the regulatory
framework(s) for fintech businesses operating in your

jurisdiction, and the type of fintech activities that are
regulated.

There is no specific regulatory framework for fintech busi-
nesses, which are subject to the existing body of UK finan-
cial regulation. Fintech firms will fall within the regulatory
perimeter if they carry on certain regulated activities (speci-
fied in legislation) by way of business in the UK and do not fall
within the scope of an exemption. This regulatory perimeter
covers “traditional” financial services, such as the provision
of banking, consumer credit and insurance services, as well as
certain areas more typically associated with fintech start-ups,
such as crowdfunding.

A firm that wishes to undertake regulated activities in the
UK will need to apply for authorisation from one of the UK’s
financial regulators, the FCA or the Prudential Regulation
Authority (PRA). Once authorised, those firms will be subject
to arange of additional primary legislation, as well as detailed
(and, in some cases, activity-specific) rulebooks published by
the FCA and the PRA.
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It is important to note that just because a firm regards itself
as more “tech” than “fin”, this does not necessarily mean thatit
will escape regulation; many activities that might be regarded
as mere technological services can fall within the scope of the
regulatory perimeter. Indeed, the provision, or operation, of
technology and financial regulation is becoming increasingly
enmeshed in certain contexts, as traditional financial services
are now delivered via digital platforms and apps, and tech-
nology firms offer payment wallets and credit options. An
example of how this trend translates to regulation can be found
in a recently established regime created to regulate certain
services provided by “critical” third parties, such as cloud,
Al and other ICT service providers, to financial services and
financial market infrastructure firms. The FCA is also keeping
an eye on the activities of big tech firms operating at the
boundary or outside the regulatory perimeter, and monitoring
the increasing participation of big tech firms in retail financial
services (with a recent focus on digital wallets, alongside the
Competition and Markets Authority (CMA)).

Looking to the future, work is underway to introduce a
number of new regulated activities tailored to the cryptoasset
market, where these cryptoasset activities mirror, or closely
resemble, regulated activities performed in traditional financial
services. These new activities — which include cryptoasset safe-
guarding, cryptoasset intermediary activities and stablecoin
issuance — are expected to go live on 25 October 2027, and the
application period for firms for authorisation in respect of these
new activities will open in September 2026.

Additional regulatory initiatives that may impact the regu-
latory framework for fintech businesses include plans to
modernise payment services regulation (and the approach
to stablecoins), the development of Open Finance and the
outcome of the Mills Review into how Al will shape retail finan-
cial services (see question 1.1 above).

3.2 Are financial regulators and policy-makers in
your jurisdiction receptive to fintech innovation and
technology-driven new entrants to regulated financial

services markets, and if so how is this manifested? Are
there any regulatory ‘sandbox’ options for fintechs in
your jurisdiction?

UK financial regulators and policy-makers continue to be
receptive to fintech, particularly as the UK seeks to main-
tain its position as a competitive, innovative and pre-eminent
financial centre thatis supportive of growth. Thisis evidenced
by a number of tech-focused initiatives, including:

m the FCA’s “Al Lab”, where key features include a
“Supercharged Sandbox”, giving firms access to high-
performance computing, enriched datasets and advanced
Altools, and “Al Live Testing”, which provides firms with
a safe place to test Al systems in real-world conditions,
with appropriate regulatory support and oversight;

m  the FCA’s “Smart Data Accelerator”, which aims to advance
Open Finance and smartdata for UK businesses by enabling
organisations to use synthetic data to develop proofs of
concept while supporting dynamic policy making;

m the Bank of England and FCA’s “Digital Securities
Sandbox”, a regulated live environment that has been
created to explore how developing technologies could be
used by firms to undertake the activities of notary, mainte-
nance and settlement for financial securities either alone,
or together with the operation of a trading venue; and

m  the Bank of England’s “Al Consortium”, which acts as a
platform for public-private engagement on the capabili-
ties, development, deployment and use of Al in financial
services.
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The UK’s Information Commissioner’s Office (ICO), the
main data privacy regulator in the UK, also hosts a sandbox to
support organisations in developing innovative products and
services, using personal data in different ways.

3.3 What, if any, regulatory hurdles must fintech
businesses (or financial services businesses offering

fintech products and services) which are established
outside your jurisdiction overcome in order to access
new customers in your jurisdiction?

Where a fintech firm wishes to perform regulated activities in
the UK, it will need to consider whether it requires authorisa-
tion to do so. It is important to note that a person does not
need to be established in the UK in order to carry out regu-
lated activities in the UK — a fintech business based overseas
that deals with customers in the UK is likely to be viewed as
carrying on activities in the UK. Where an overseas fintech
firm performs regulated activities in the UK, it will need to
obtain authorisation from the UK financial regulators (as
described further in our answer to question 3.1 above) or rely
on an exemption to the authorisation regime.

There are numerous exemptions to the performance of regu-
lated activities, some of general application and others associ-
ated with specific activities. Application of these exemptions
is, of course, fact dependent, but it is worth noting that one
exemption — the “overseas person exemption” — is specifically
targeted at firms established outside the UK. This exemption
is, however, restrictive in scope, applying only to certain activ-
ities and where there is direct involvement of an authorised or
exempt firm in the performance of the activity or a “legitimate
approach” by an overseas person (e.g. an approach that does
not breach the UK’s financial promotions regime).

Overseas fintech firms should also have regard to the
UK financial promotions regime under which firms are not
permitted, in the course of business, to communicate (or cause
to be communicated) an invitation or inducement to engage
in investment activity, unless that person is authorised or the
communication falls within the scope of an exemption. As
with regulated activities, one such exemption relates to over-
seas communicators.

3.4 How is your regulator approaching the challenge
of regulating the traditional financial sector alongside

the regulation of big tech players entering the fintech
space?

To date, big tech players have made only modest inroads to
the UK financial services sector, with the notable exception of
payment services and mobile wallets in particular. We have
not, however, seen technology platforms operating outside the
financial services sector make any significant plays within the
retail financial services sector beyond this.

Given the nature of the services offered by big tech players
who are active in the fintech space, the FCA and the CMA have
emerged as the most significant regulators in this area.

The FCA’s existing competition objective and new secondary
objective of economic growth and competitiveness may affect
the regulator’s approach to balancing the benefits and risks of
technological innovation and market entry by large technology
businesses. Atthe same time, its consumer protection mandate
has to date guided it towards a relatively cautious approach to
disruptive providers in the sectors that it regulates.
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Looking ahead, Open Banking and Open Finance offer
new opportunities in financial services, and could ultimately
also require data sharing by tech as well as financial services
providers. This is something that the FCA has recently
explored to address the data asymmetry that currently exists
between certain tech and financial services providers, and
it is currently monitoring big tech firms’ activities to assess
whether further policy changes may be needed. Meanwhile,
the CMA plans to consult on potential interventions in relation
to digital wallets in the second half of 2026.

Finally, feedback to the Mills Review, referred to in question
1.1 above, is also of interest here; it asks respondents whether
big tech will come to control the primary retail customer
relationship by 2030, and whether Al systems could provide
services functionally equivalent to regulated activities such as
advice or intermediation while remaining outside the regula-
tory perimeter.

In the meantime, tech firms looking to offer regulated
services in the UK will continue to be subject to the same
requirements, rules and supervisory scrutiny as their tradi-
tional counterparts.

4 Other Regulatory Regimes /
Non-Financial Regulation

4.1 Does your jurisdiction regulate the collection/
use/transmission of personal data, and if yes, what

is the legal basis for such regulation and how does
this apply to fintech businesses operating in your
jurisdiction?

The UK General Data Protection Regulation (GDPR), supple-
mented by the Data Protection Act 2018 (DPA 2018), regu-
lates the processing of personal data and special category data
and applies to fintech organisations established in the UK.
However, the UK GDPR has extra-territorial reach and may also
apply to some fintech organisations established outside the UK
(see question 4.2 below). While the UK GDPR remains closely
aligned to the EU’s equivalent GDPR regime from which it orig-
inated, the two regimes are increasingly diverging, particu-
larly in light of changes introduced in the UK’s Data (Use and
Access) Act 2025 (DUA Act). The DUA Act has made modest
amendments to the UK’s data protection regime, introducing a
number of relaxations (including to facilitate the use of Al and
decision automation), as well as a new requirement for organi-
sations to have a data protection complaints process.

In the UK GDPR, processing is defined widely to cover any
operation performed on personal data, including collecting,
storing or destroying that data. Fintech organisations caught
by the UK GDPR can be controllers, joint controllers or proces-
sors, with differing levels of liability and obligations applying
according to this designation. Under the UK GDPR:

B “controllers” are organisations that process personal
data and determine the purpose and means of such
processing;

m  “jointcontrollers” are two or more controllers thatjointly
determine the purposes and means of processing; and

B “processors” include service providers and other persons
that process personal data on behalf of a controller.

The UK GDPR follows a principles-based approach: those
processing personal data must comply with a set of principles
(for example, personal data must be processed fairly, lawfully,
transparently and securely) and need a “lawful basis” for the
processing (for example, consent). The UK GDPR requires high
standards of privacy compliance, including mandatory breach
notification, the implementation of data protection by design
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and default, and for organisations to comply with overarching
accountability requirements.

The DPA 2018 supplements the UK GDPR, requiring both
pieces of legislation to be considered together. For example, it
includes a number of exemptions, provisions relating to inter-
national transfers and detail on the enforcement powers of the
UK data protection regulator, the ICO. In addition, the Data
Protection (Charges and Information) Regulations 2018 (as
amended) impose a data protection fee of between £52 and
£3,763 on data controllers (depending on the size and type of
organisation, unless they are exempt).

The sending of direct marketing (e.g. via email or social
media direct message) and the placing of cookies or similar
tracking technologies is covered by both the UK data protec-
tion regime and the Privacy and Electronic Communications
Regulations 2003 (PECR). The DUA Act raises the potential
penalties for cookies and marketing infringements under the
PECR to UK GDPR levels (see question 4.3 below).

Sector-specific regulators, including those in the finance
sector, also regulate the use of data by organisations that fall
within their remit.

4.2 Do your data privacy laws apply to organisations

established outside of your jurisdiction? Do your data
privacy laws restrict international transfers of data?

The UK GDPR has a wide extra-territorial reach, applying to
any controllers and processors established outside the UK that
offer goods or services to individuals in the UK, or that monitor
their behaviour in the UK.

The UK GDPR (as amended by the DUA Act) also restricts the
transfer of personal data outside the UK unless the standard
of protection for the personal data is “not materially lower”
after the transfer. The UK government has approved a number
of countries (and some territories and sectors within coun-
tries) as providing “not materially lower” protection, through
adequacy regulations. Personal data can flow freely from the
UK to such countries. If there are no adequacy regulations in
place for a country, other “appropriate safeguards” set out in
the UK GDPR and the DPA 2018 may be relied on to transfer
personal data out of the UK. These include, among other
things, standard data protection clauses issued by the ICO.

4.3 Please briefly describe the sanctions that apply

for failing to comply with your data privacy laws.

Therearearange of sanctions available,including the following:

m  Largefines—theICO canimpose fines on controllers and/or
processors of up to 4% of their annual worldwide turnover,
or £17.5 million (whichever is greater).

m  Criminal liability — the DPA 2018 includes a number
of criminal offences; for example, knowingly or reck-
lessly obtaining or disclosing personal data without the
controller’s consent.

m  Damages claims — individuals who have suffered as a
resultof infringement of the UK GDPR can claim compen-
sation. There is also the potential for representative and
group actions in certain circumstances.

4.4 Does your jurisdiction have cyber security laws

or regulations that may apply to fintech businesses
operating in your jurisdiction?

There are a variety of laws and regulations that could apply
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following a cyber breach in the UK, some of which were origi-

nally derived from EU legislation — for example:

m  data protection rules (for example, around security and
breach notification), which will apply where personal
dataisinvolved (see question 4.1 above);

m  the Computer Misuse Act 1990, which creates a number of
cyber-crime offences relating to actions such as unauthor-
ised access or interference with a computer and distributed
denial-of-service attacks;

m  the Product Security and Telecommunications Infra-
structure Act 2022, which creates, among other things,
a new regulatory regime to make consumer connectable
devices and products more secure;

m  the UK’s Network and Information Systems regime,
which is designed to increase the resilience of suppliers of
critical services in the UK (energy, health, transport, etc.)
and is being updated. The Cyber Security and Resilience
Bill is currently working its way through parliament and
will, among other changes, bring certain IT providers and
data centres in scope; and

m  newransomware rules, which have been proposed by the
UK government. These would ban ransomware payments
by certain critical national infrastructure organisations,
some of whom could be in the finance sector, and require
victims of aransomware attack toreport the attack and any
intention to pay.

Sector-specific rules may also apply. For example: (i) fintech
businesses that are telecoms operators or internet service
providers may face action from the ICO for breach of the PECR
and Ofcom for breaches of the Telecommunications (Security
Act) 2021; and (ii) PRA and/or FCA rules may apply in the finan-
cial services sector (see below). The UK also has laws relating
to the interception of communications and the ability of public
bodies to carry out surveillance, although they are beyond the
scope of this chapter.

Cyber continues to be aregulatory priority for both the FCA,
which has responsibility to take regulatory action to counter
financial crime, and the PRA. Both regulators impose rules
seeking to bolster firms’ operational resilience (which encom-
passes cyber resilience), and expect firms to report mate-
rial cyber incidents. Looking forwards, the Bank of England
and PRA are expected to consult on expectations around the
management of ICT and cyber resilience risks in Q2 2026.

The UK’s National Cyber Security Centre also provides
cyber support for organisations, produces guidance (including
on specific risks such as the Ukraine crisis, ransomware and
supply chain risk) and offers various certification schemes.

Please note that the UK Network and Information Systems
Regulations 2018 donotapply tomost UKfintech organisations.

4.5 Please describe any AML and other financial

crime requirements that may apply to fintech
businesses in your jurisdiction.

Financial crime is governed in the UK by a range of legislation.

The key piece of AML legislation is the Proceeds of Crime
Act 2002 (POCA), which sets out the principal money-laun-
dering offences, including concealing, disguising, converting
or transferring the proceeds of crime. There are also various
“secondary” offences, which include the tipping off of persons
engaged in money laundering to any investigation.

Firms operating in the regulated sector, including fintech
firms, must comply with the MLRs, which back up the provi-
sions in POCA. These set out detailed requirements in respect
of customer due diligence and AML policies and procedures,
aligning the UK regime with the Financial Action Task Force’s
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international standards, and designating the FCA as the AML
and counter-terrorist financing supervisor in relation to
certain cryptoasset businesses.

The FCA specifies additional rules and guidance in respect
of anti-financial crime systems and controls in its Handbook,
which applies to authorised firms. Both the PRA and the FCA
regard adoption of rigorous and robust anti-financial crime
systems and controls as essential to meeting the ongoing regu-
latory requirements of being an authorised firm.

The Bribery Act 2010 (BA) is the UK’s anti-bribery legisla-
tion. The BA is generally regarded as rigorous and onerous
by worldwide standards, and specifies offences in respect of
bribing another person, being bribed, bribery of foreign public
officials and a corporate bribery offence relating to the failure
of commercial organisations to prevent bribery. As with the
basic AML offences in POCA, the BA applies generally to any
entity doing business in the UK.

4.6 Are there any other regulatory regimes that

may apply to fintech businesses operating in your
jurisdiction (for example, Al)?

Please refer to our comments above on the UK data protec-
tion regime and cyber-security laws or regulations. There is
no legislation in the UK thatis aimed specifically at the fintech
sector.

Inrelation to Al, the UK government set out its Al Action Plan
inJanuary 2025, confirming thatit willincrease public compute
capacity, investin Al infrastructure, look to open access to data
and drive Al adoption in government. On the regulatory side,
the UK sees its current pro-innovation approach to Al regu-
lation as a source of strength. It has discussed introducing a
new Al law covering the most powerful Al models, although
the details around this are currently unclear. Otherwise,
the UK will continue with its sector-specific approach to Al
regulation, ensuring risks are managed in a proportionate
manner and encouraging regulators to support Al innovation.
Regulators such as the data (ICO) and financial (FCA) regula-
tors are already actively managing Al risks (for example, the
ICO is due to introduce statutory Al guidance in 2026). They
are also looking to co-operate where appropriate. For example,
the Digital Regulatory Cooperation Forum brings together four
key regulators responsible for digital regulation — the ICO, FCA,
CMA (the competition regulator) and Ofcom (the communica-
tion regulator).

Any additional regulatory regimes would likely be specific
to the sector in which a particular fintech firm operates. In
April 2024, the Bank of England, PRA and FCA confirmed their
view that the existing regulatory framework is well equipped
to capture regulated firms’ use of Al and machine learning,
for now. The House of Commons Treasury Committee has,
however, challenged this view in a report published in January
2026 which found that the three authorities “are not doing
enough to manage the risks presented by Al..[and] are exposing
consumers and the financial system to potentially serious harm”.
The regulatory position may further be influenced by the
outcome of the Mills Review (see question 1.1 above).

Future areas of focus for the financial regulators will likely
include AI governance and third-party providers of AI, and
possibly whether requirements may need to be applied to
model providers directly. Meanwhile, the FCA and the ICO are
working together to support firms in navigating the challenges
to Al innovation that stem from the interaction of financial
regulation and data protection requirements.
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5 Technology

5.1 Please briefly describe how innovations and

inventions are protected in your jurisdiction.

Innovations and inventions can be protected in the UK by
various different IP rights. Copyright and patents are of
particular relevance to the fintech sector, but other IP rights
such as database rights, as well as the law of confidentiality,
can also play a part.

m  Patents: Patents are the most common way to protect
inventions in the UK and provide the owner with a 20-year
monopoly right. They are registered rights and therefore
need to be registered before they become effective. In
order to be patentable, an invention must be new, involve
an inventive step, be capable of industrial application
and not be excluded from protection under the Patents
Act 1977. Of particular relevance to the fintech sector,
computer programs, business methods and mathematical
methods “as such” are excluded from patentability in the
UK. Applying these exclusions has not been straightfor-
ward, historically, but the UK Supreme Court has recently
changed the English courts’ approach, bringing the UK
more into line with the European Patent Office. Itremains
to be seen, however, how the English courts will apply the
new approach in practice and whether the changes made
willultimately lead to different outcomes on patentability.

B  Copyright: Copyright is an unregistered right that
protects various different categories of “work” in the UK.
These include literary, dramatic, musical and artistic
works, as well as other types of work such as films, sound
recordings, broadcasts and typographical arrange-
ments. Of particular importance to the fintech sector,
computer programs (both object code and source code)
are protected as literary works. Other elements that are
produced when a computer program is running, such
as screen displays, graphics and sound effects are also
protectable by copyright.

m  Database right: There are two different types of protec-
tion available for databases in the UK: (i) copyright, which
protects the structure of the database; and (ii) sui generis
database right, which protects the data or content stored in
the database. A database will be protected by copyright if,
by reason of the selection or arrangement of the contents
of the database, the database constitutes the author’s own
intellectual creation. A database will be protected by the
sui generis right if there has been a substantial investment
in obtaining, verifying or presenting the contents of the
database.

B Confidentiality: The laws of confidentiality and trade
secrets can also be used to protect inventions and innova-
tions in appropriate cases. Almost any type of information
can be protected by the law of confidentiality, provided
thatitremains confidential. Thisincludes details of inven-
tions that may not be patentable, as well as things like soft-
ware source code. Where a fintech business is unable to
obtain a patent for an innovation or invention (e.g. for a
particular computer program), confidentiality or trade
secrets can be a good way of seeking to prevent third
parties from copying that invention or innovation.

m  Trade marks: The branding of fintech companies,
as well as individual products and services, may be
protected by registered and unregistered trade marks.
Registered trade marks can be applied for and regis-
tered in the UK at the UK Intellectual Property Office (UK
IPO). Unregistered trade mark rights may be enforceable
through the English courts under the law of passing off.
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5.2 Please briefly describe how ownership of IP

operates in your jurisdiction.

The rules on ownership of IP vary and depend upon the context

in which they are created. A high-level summary of the posi-

tion for each type of IP right mentioned above is set out below.

B Copyright: Thebasicpositionis thatthe author of the work
will be the first owner of any copyrightinit. In most cases,
the author is the person who creates the work. However,
for computer-generated works, the author will be the
person who undertakes the arrangements necessary for
the creation of the work. If a copyright work is created
by an employee during the course of their employment,
copyright will generally belong to the employer. Where,
however, a business commissions a third party to develop
works on its behalf, then the third-party contractor will
own the resulting copyright unless the copyright has been
assigned by written agreement to the commissioning
business. There are many ongoing debates at national and
international level in relation to how copyrightisimpacted
by the use of Al technologies.

B Patents: As registered rights, patents need to be applied
for and registered before they become effective. Any
person can apply for a patent, but only certain people are
entitled to be granted one. Entitlement primarily rests
with the inventor (which cannot be Al), however, similar
to copyright, if the invention is made by an employee
during the course of their employment, then the rights to
the patent will generally belong to the employer. There are
also statutory provisions for compensation to employees
for patents that are of outstanding benefit to the employer.

m  Trade marks: Generally, the person who applied for and
registered the trade mark is the first owner of that trade
mark.

B Suigeneris database rights: The first owner of sui generis
database rights will be the “maker” of the database, that
is, the person who took the initiative in obtaining, veri-
fying or presenting the contents of the database and
who assumed the risk of investing in the same. As with
patents and copyright, in an employment scenario, the
rights will generally belong to the employer (absent an
agreement to the contrary).

5.3 In order to protect or enforce IP rights in your
jurisdiction, do you need to own local/national rights

or are you able to enforce other rights (for example,
do any treaties or multi-jurisdictional rights apply)?

As IP rights are territorial rights, in the majority of cases, local
rights will be needed to ensure protection in the UK. The main
exception is for copyright, where international copyright
conventions (such as the Berne Convention) provide auto-
matic reciprocal protection in the UK and overseas for quali-
fying works. The WIPO Copyright Treaty, which is a special
agreement under the Berne Convention, particularly deals
with protection of copyright for software and databases.
Patent protection in the UK may be obtained by (1) the
national UK route, (2) the European patent system (EPC), or (3)
the international patent system (PCT). The UK is not partici-
pating in the Unitary Patent and the centralised enforcement
system of the Unified Patent Court. UK patents (including UK
designations of European patents or international patents)
will be needed in order to enforce patent rights in the UK.
Trade mark protection in the UK may be obtained by (1)
the national UK route, or (2) the international Madrid System
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(designating the UK). EU trade marks no longer have effect in
the UK. As a result, UK trade marks (including UK designa-
tions of international trade marks) will be needed in order to
enforce trade mark rights in the UK.

Prior to Brexit, sui generis database right protection (see
question 5.2 above) could be obtained at the EU level and
enforced in the UK. However, EU-wide database rights no
longer provide protection in the UK for databases created after
1January 2021. Instead, UK entities can now obtain an equiv-
alent UK-specific database right that offers equivalent protec-
tion. Owners of EU-wide database rights that came into effect
before 1 January 2021 were automatically granted an equiva-
lent UK right.

5.4 How do you exploit/monetise IP in your

jurisdiction and are there any particular rules or
restrictions regarding such exploitation/monetisation?

IP is usually exploited/monetised by assignment (transfer),

licensing and granting security interests.

®m  Assignment: Generally, the assignment of an IP right must
be in writing and signed. However, if the whole of a busi-
ness is transferred, then its registered trade marks are also
automatically transferred, except where there is an agree-
ment to the contrary, or circumstances clearly dictate
otherwise. Assignments of UK patents and registered trade
marks must be registered as soon as practicable with the
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UK IPO so as to maintain priority against later third-party
interests, and within six months of the date of the transac-
tion to maintain a right to costs for infringement proceed-
ings relating to conduct before registration. Copyright
assignments do not need to be registered in the UK.
Licences: Exclusive copyright licences must be in
writing and signed by, or on behalf of, the copyright
owner if the licensee wishes to maintain standing to sue
for infringement (non-exclusive copyright licences can
be oral or in writing). Patent licences are not required to
be in writing or to be signed, but it is advisable in order
to clarify terms and assist with registration with the UK
IPO. Trade mark licences must be in writing and signed
by the licensor, and should ideally be registered with the
UK IPO. It should also be noted that the licensing of IP
rights (particularly patents) can give rise to competition
issues, so care must be taken.

Security interests: IP rights can be used as security for
finance. Details of a security interest (such as mortgage
or charge) over IP held by a UK company must be regis-
tered with UK Companies House within 21 days of its crea-
tion otherwise it will be void against a liquidator, admin-
istrator and any creditors of the business. Mortgages
(which usually take effect as an assignment and licence
back) and charges of UK patents and registered trade
marks should also be registered with the UK IPO as soon
as possible after the transaction.
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