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Operational Resilience:
Reporting Rules Herald
the Next Chapter for the
Financial Sector

Slaughter and May

On 18 March 2026 the FCA, PRA and Bank of England (Bank)
published policy statements introducing new requirements
and expectations for the reporting of certain operational inci-
dents, and expanding the scope of existing data collections on
third-party arrangements.! These measures, which follow a
package of consultation papers published back in December
2024, are the latest in a series of initiatives to support the
operational resilience of the UK financial sector. In particular,
they are hot on the heels of the introduction of a new oversight
regime for critical third parties to the financial sector (CTPs)
in January 2025, which should go live this year.?

The new reporting framework responds to a financial sector
that is increasingly interconnected, complex and dynamic,
and a climate where threat actors are attacking firms (and the
third parties they rely on) with greater frequency and sophisti-
cation. Firms increasingly rely on third parties to deliver their
services, which are now supplying their services by means of
transformative technological innovations like Al. Fintech is
at the heart of this story, as market participants race to find
better ways of interacting with customers via apps and digital
platforms, optimise data (including through agentic AI), and
build innovative financial products and payment rails using
blockchain technology. Against this backdrop, the regulators
need to understand how firms are using third parties to effec-
tively supervise their operational resilience.

Incident reporting and third-party reporting, working in
tandem, are expected to give the regulators a clearer picture of
linkages and dependencies in the sector, enabling appropriate
supervision. The data firms submit will help the regulators
triage incidents at pace and respond appropriately.

There is a fair amount of regulatory material to digest
here; in addition to their respective policy statements and
templates, the FCA has published guidance and the Bank and
PRA have published supervisory statements to accompany the
new rules. In this chapter, we highlight the headlines and key
points of interest, focusing on the FCA and PRA materials (and
flagging that financial market infrastructures should further
review the Bank’s materials).

Incident Reporting

The new incident reporting framework — which applies to all
authorised firms including payment service providers (PSPs) —
requires firms to report basic information promptly in a struc-
tured format to help the regulators triage incidents across the
sector.

Previously, the regulators complained that they received
inconsistent reporting from firms on the types and severity of
incidents that occur. The regulators have now created a stand-
ardised incident reporting process through a single portal, so
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all firms make one submission regardless of which regulator(s)
a report is for. Firms are divided into two groups: ‘standard’
reporting for the majority of FCA solo-regulated firms (who
make a single shortreport); and ‘enhanced’ for a smaller subset,
including dual-regulated firms and PSPs (which follow an
‘initial’, ‘intermediate’ and ‘final’ phase structure). Duplicative
incident reporting requirements for PSPs have been removed.
Interestingly, firms who are also in scope of the EU’s DORA
regime will be aware that the EU is also looking to intro-
duce a single incident reporting platform as part of its Digital
Omnibus simplification package — albeit that its focus is on
digital, rather than financial, legislation (the General Data
Protection Regulation, NIS2 Directive, DORA, etc.).?

When does the obligation to report an operational

incident arise?

The UK’s new incident reporting regime is rooted in a common

definition of ‘operational incident’ for the FCA, PRA and the

Bank. An ‘operational incident’ for these purposes is defined

as either a single event or a series of linked events which

disrupts the firm’s operations such that it:

1.  disrupts the delivery of a service to an end user external
to the firm; or

2. impacts the availability, authenticity, integrity or confi-
dentiality of information or data relating or belonging to
such an end user.

The requirement to submit an incident report applies to
operational incidents that meet one or both of these criteria,
and meet one or more of the relevant regulator’s thresholds. A
potential or uncrystallised event would be considered a near-
miss, and fall outside the scope of reporting.

The reporting thresholds themselves differ for each regu-
lator, reflecting their statutory objectives. For the FCA, for
example, the threshold for reporting is met where a firm
reasonably believes that an operational incident meets one or
more of the following notification thresholds, namely that it
poses arisk:

m  of causing intolerable levels of harm to consumers from
which consumers cannot easily recover;

m  to the safety and soundness of the firm and/or other
market participants; or

®m  to market stability, market integrity or confidence in the
UK financial system.

The PRA’s thresholds are, meanwhile, focused on risks to
the stability of the UK’s financial system, the firm’s safety
and soundness, and (for insurers) protection of policyholders.
Fintechs should note that PSPs have additional sector-specific
factors to consider when assessing the FCA’s thresholds,

iclg




Operational Resilience

because incidents in this sector are considered especially time
sensitive given the fast and direct impact on consumers.

Notably, an ‘end user’ for these purposes is interpreted
widely and could be a retail customer, business customer,
other legal entity, trustee, market participant, supervisory
regulator or even a member of the firm’s group. The regulators
further explain that a ‘series of linked events’ include those
whose cumulative impact result in a disruption, and could
include an event having cascading effects or multiple events
originating from the same root cause.

Firms arerequired to submitaninitialreportassoonasreason-
ably practicable, and the regulators expect this to be within 24
hours of the firm determining an operational incident has met
the threshold. Thisis with the exception of PSPs, which should
continue to report incidents within four hours of detection, in
line with their previous reporting regime.

Enhanced reporting firms must provide a final update
within 30 working days of an operational incident being
resolved unless there are exceptional circumstances. Even
in such cases, the firm must submit the final phase as soon as
practicable but not more than 60 working days after resolving
the incident.

Bringing this together, it is clear that the new incident
reporting regime will generate a significant amount of data
for supervisory purposes — despite a reduction to the volume
of information to be reported since the consultation proposals.
Reporting on data loss incidents may prove to be the biggest
step up for firms, given that that respondents to the FCA’s
consultation requested a higher reporting threshold specific
to data loss incidents (which the FCA could not see a justifi-
cation for).

Material Third-Party Reporting

The regulators have expanded the scope of existing outsourcing
notifications to create a unified FCA, PRA and Bank reporting
regime for both material outsourcing and non-outsourcing
arrangements under the banner of ‘material third-party arrange-
ments’. Examples of non-outsourcing third-party arrangements
for these purposes may include buying or acquiring hardware,
software and other ICT products, such as designing and building
an on-premise IT platform, or advanced analytics models devel-
oped by third parties.

Astandard process for notifying the regulators of new mate-
rial third-party arrangements, and of significant changes to
existing ones, has been introduced, using a single template
on a single portal, so firms make one submission regardless of
which regulator(s) a reportis for.

Firms will additionally be required to maintain a register
of their material third-party arrangements in a standardised
format, and submit it annually. Together, these requirements
seek to aid better identification of the risks posed by third-
party service providers, and support the recommendation of
certain CTPs to be designated by HM Treasury under the new
CTP regime.

The requirements apply to enhanced scope Senior Managers
and Certification Regime firms, dual-regulated firms, CASS
large firms, UK RIEs, authorised e-money and payment insti-
tutions and consolidated tape providers. Notably, while third-
country branches of international firms are excluded from the
notification requirements, they are in scope of the require-
ment to submit an annual material third-party register.
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When does the obligation to report a material third-
party arrangement arise?

As described above, in-scope firms must notify the regula-
tors of new material third-party arrangements and signifi-
cant changes to existing ones. A ‘third-party arrangement’ is
defined broadly as an arrangement of any form between a firm
and a person who provides a product or service to the firm,
whether or not the product or service is:
a)  onewhich would otherwise be provided by the firm itself;
b) provided directly or by a sub-contractor; or
¢) provided by a person within the same group as the firm.*
The regulators then have different approaches to defining
‘material third-party arrangement’ based on their statutory
objectives. The FCA definition is a third-party arrangement
which is of such importance that a disruption or failure in the
performance of the product or service provided to the firm could:
a)  causeintolerable levels of harm to the firm’s clients;
b)  pose arisk to the soundness, stability, resilience, confi-
dence or integrity of the UK financial system; or
¢) cast serious doubt on the firm’s ability to satisfy the
threshold conditions, or meet its obligations under the
Principles, or under SYSC 15A (Operational resilience).
The PRA’s definition, meanwhile, focuses on the stability
of the UK’s financial system, the firm’s safety and soundness,
and (for insurers) protection of policyholders. The PRA and
FCA provide examples of third-party arrangements that are
normally material, and in both cases, these include services
for storing sensitive information, such as data centres or cloud
services, and using Al models for trading.

The notification requirement arises when a material third-
party arrangementis planned or thereis a significant change to
the arrangement. A ‘significant change’ for these purposes is
a change that materially alters the nature, scale or complexity
of the risks inherent to the arrangement. This could include
a change in how the third party stores, processes or accesses
sensitive data, moving data storage to a new location, or a
change in a key sub-contractor. There are no prescribed time-
lines for submitting or reviewing notifications. However,
firms are expected to notify at an early stage and to submit the
notice before making any internal or external commitments.

For the material third-party register, firms are not expected
to resubmit the register each time a notification is required.
Regulators will notify relevant firms of their register reporting
requirements when the annual submission window opens, and
these firms will have 90 calendar days to make their submis-
sion using the template provided.

Next Steps and Reflections

The new rules and guidance will come into force on 18 March
2027, giving firms 12 months to prepare for compliance. There
is plenty to do here for individual firms over the next year,
including work to map the new rules against existing incident
notification requirements, to establish which arrangements
qualify as a material third-party arrangement, and to ensure
contracts with third parties support the requirement to report
a ‘significant change’ to a material third-party arrangement.
For those with an EU nexus, the requirements are intended
to be broadly aligned with those under the EU’s DORA, but
they are not replicated exactly. These firms will therefore need
to get to grips with new UK rules and adapt their processes to
manage the differences between the EU and UK regimes.
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Firms will also need to understand how these new require-
ments complement (and extend beyond) the existing frame-
work for operational resilience. Notably, an incident can
meet the definition of an ‘operational incident’ regardless of
whether it impacted the delivery of an ‘important business
service’ under the current operational resilience framework.
Similarly, notification of material third-party arrangements
is not limited to those third-party arrangements affecting an
important business service.

Taking a broader view, the impact of operational inci-
dent and material third-party data reporting on supervi-
sory strategy is likely to be significant in the medium to long
term. These requirements will take hold at a pivotal moment
of convergence between financial services and technology,
where traditional financial services are increasingly deliv-
ered via digital platforms and apps, and technology firms are
offering payment wallets and credit options. Itis also a time of
unprecedented innovation as Al and blockchain, in particular,
drive new products, services and payment rails. As the finan-
cial sector evolves at rapid pace, the regulators have armed
themselves with the data to keep up.

Endnotes

1 FCA Policy Statement PS26/2: Operational incident and
third party reporting (18 March 2026). Available at:
https://www.fca.org.uk/publications/policy-statements/
ps26-2-operational-incident-third-party-reporting
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While firms should not treat an intragroup arrangement as being
automatically less risky when assessing its materiality, it is worth
flagging that most firms are only required to report intragroup
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order to reduce the reporting burden.
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